WatchGuard® Hot Sheet

FIREBOX" 1l FIREWALL AND VPN APPLIANCES

TARGET CUSTOMER

SPECIFICATIONS

Manufacturer Part No.
Packet Filter Throughput
3DES VPN Throughput
Total VPN Tunnels
Authenticated Users
User License

Mobile User VPN

VPN Manager

Ethernet Interfaces
Hardware Warranty

FEATURES AND BENEFITS

FIREBOX® 4500

Central Office
and VPN Hubs

High Performance, scalable
firewall and VPN appliance for
central offices and VPN hubs
requiring strong security and
large volume of wirespeed VPNS.

WG34500

200 Mbps

100 Mbps

3000

5000

Unlimited

50 Licenses Included
4-Node License

3 RJ-45 10/100TX

1 Year

FEATURES

Packet Filter Firewall

Security Proxies
Monitoring, Reporting,
and Logging

Mobile User VPN

Branch Office VPN

Network Address
Translation (NAT)

Authentication

Web Content Filtering
LiveSecuritye Service
Predefined Services

McAfee® VirusScan® ASaP

VPN Manager

High Availability Option

WatchGuard'gr

FIREBOX® 2500 FIREBOX®” 1000 FIREBOX® 700

Medium-Size and Mid-Size Business or Smaller Business or

Web Business Branch Office Remote Office

Powerful, high performance | Comprehensive, easily managed | Price/performance leading
firewall and VPN security firewall and VPN security firewall and VPN security
appliance for medium-size appliance for mid-size businesses | appliance for small businesses
businesses with high volumes | or branch offices requiring and remote offices requiring
of Web and e-commerce traffic. | secure, private networks. an easy to manage firewall.

WG32500 WG31000 WG30700

200 Mbps 200 Mbps 150 Mbps

75 Mbps 60 Mbps 5 Mbps

2000 1300 150

5000 1000 250

Unlimited Unlimited Unlimited

50 Licenses Included 50 Licenses Included Upgrades Available
4-Node License 4-Node License n/a

3 RJ-45 10/100TX 3 RJ-45 10/100TX 3 RJ-45 10/100TX
1 Year 1 Year 1 Year

BENEFITS

= Protects all networked computers with dynamic stateful packet filter firewall technology.

= Additional layer of protection that examines network traffic at the application layer before

it enters or leaves the network, and strips dangerous attachments.

= WatchGuard Firebox proxies protect the functions most common to business use of the

Internet: SMTP, FTP, HTTP, and DNS.

= Provides secure encrypted colorized logging, historical reporting, and real-time monitoring

that make security management more effective and allow network administrators to scrutinize
network traffic based on a wide range of criteria.

= Allows remote users secure access to corporate resources, increasing employee productivity

and telecommuting opportunities.

= 50 User License included with purchase of Firebox 4500, 2500, and 1000 (license upgrades

available).

= Allows encrypted VPN tunnels between offices with a Firebox or other IPSec compliant device.
= Improves communication and data sharing, and reduces overall business expenses.

= Provides an additional level of network protection by hiding internal IP addresses and allowing

internal servers to function as Internet-accessible servers.

= Supports static, dynamic, and 1 to 1 NAT.

= Enforces access policies based on users or groups.

= Firewall Authentication (NT, Radius, SecurlD, CRYPTOCard, or Firebox authentication server).
= VPN Authentication (NT, Radius, PKI, or Firebox authentication server).

= Restricts web use by user, group, time of day, or site type via a regularly updated database.
= Improves network administrators’ web management programs and employee productivity.

= Provides software updates, security-related editorials, and technical support.
= An initial 1-year LiveSecurity Service subscription is included.

= Predefined services simplify network security management (e.g., scan and spoof detection,

port and site blocking, synflood protection, DHCP, and PPPoE support).

= Delivers continuous protection against known viruses, Web attacks, and e-mail intrusions to

desktop environments and infrastructures.

= 5 User License included (license upgrades available).

= Creates VPN tunnels between central and branch offices in three easy steps, reducing the

complexity of multi-site and remote user VPN management.

= A VPN Manager 4-node license is included with the Firebox 4500, 2500, and 1000 (license

upgrades are available; N/A with Firebox 700).

= Allows a second standby Firebox (primary and standby must be same model) for failover

protection.

= Increases network uptime and ensures consistent network security.
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PRODUCT HIGHLIGHTS

UPGRADES AND OPTIONS

FAQ

Q: What technology does the
Firebox Ill use to protect my
network?

Q: Do the Firebox Ill appliances
support VPN?

Q: Can a VPN tunnel be set up
between a Firebox Il and a
Firebox SOHO 6tc?

Q: Is the cost of a Firebox IlI
based on the number of
users it supports?

Q: Will Firebox Il models
work with any Internet
connection?

Q: How many Ethernet
interfaces do the Firebox IlI
appliances support?

Q: What are the logging and
notification capabilities of
the Firebox Ill appliances?

Q: Do the Firebox Ill appliances
generate reports about
network activity?

WATCHGUARD® RESOURCES

= Great Value Richest security features in the SME market, including firewall protection with application proxies.
= Easy to Deploy Rapid installation with QuickSetup Wizard and intuitive management interface.

= Simplified Administration Drag-and-drop VPN creation, real-time monitoring, and traffic trend analysis.

= Certified Technology ICSA compliant firewall and IPSec VPN technology.

= Mobile User VPN - 5 User WG3606 = LiveSecurity Gold Upgrade (part# varies by product)
= Mobile User VPN - 20 User WG3508 = SpamScreen WG3700

= Mobile User VPN - 50 User WG3611 = McAfee® Anti-Virus - 10 User License WG7573

= High Availability WG3900 = McAfee® Anti-Virus - 50 User License WG7574

= 1 Yr LiveSecurity Renewal (part# varies by product) = ServerLock® for NT/2000 WG4810
= 2 Yr LiveSecurity Renewal (part# varies by product) = AppLock®Web for IIS Servers WG4830
= Extended Hardware Warranty-1 year Express (part# varies by product)

A:The Firebox Ill appliances use a combination of stateful dynamic packet filtering and application proxies to protect your
network. Stateful dynamic packet filtering, more effective than traditional packet filtering, allows rules to be built
dynamically depending on the conditions of the connection. WatchGuard application proxies apply a secondary set of rules
to the application data layer of a TCP/IP packet for greater security from known threats associated with applications such
as SMTP, HTTP, DNS, and FTP.

A: Yes. Firebox appliances function as both firewall and VPN appliances and supports standards-based IPSec branch office
and remote user VPN tunnels.

A: Yes. The Firebox Ill appliances support branch office VPN tunnels with Firebox SOHO 6tc appliances.

A:No. Firebox Il appliances are not licensed by the number of users. Each Firebox supports virtually an unlimited number
of users. Different Firebox models are available for different size offices to ensure that each office is able to select the
appliance that best meets their business and network performance needs.

A: Firebox Il models support T3, T1, ISDN, DSL and cable modem Internet connections. The Firebox Ill appliances support
dynamically assigned addresses on the external interface.

A: Each Firebox 11l model supports three auto-sensing RJ-45 10/100Tx Ethernet interfaces, referred to as Trusted, External,
and Optional.

A: The Firebox System supports multiple levels of logging and notification. Logged events can be configured to invoke
notification via e-mail, pager, or custom program. Syslog-style logging is available through the user interface.

A: Yes. A flexible HTML-based Historical Reporting tool with an array of custom and standardized reporting options lets you
schedule the run times for your reports and/or export files to an application such as WebTrends for further analysis.

Brochures and Marketing Collateral Partner Web Site Access and Sales Help
Contact WatchGuard Marketing at +1.206.521.8340, Contact WatchGuard Inside Sales at 800.734.9905,
or marketing@watchguard.com or information@watchguard.com

Government and academic discounts available on all WatchGuard products.
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